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Prioritising Healthcare over Privacy during a Pandemic: Is it Healthy?
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The current pandemic has resulted in unwonted bureaucratic manoeuvres across the world.
Among the many state actions that we have seen in the past few months, the increasing
reliance on surveillance technology to tackle the virus stands out. From contact tracing to
quarantining selfies, smartphone applications determine the course of public health actions.
As a natural fallout, public debates on the use and misuse of surveillance data have re-
emerged. While there is a conflict between privacy and convenience—in terms of swiping your
credit card to buy groceries or sharing your Google or Facebook account information for
some freebies online—in normal times, more critical issues like that of healthcare and

national security come to the fore in the so-called ‘war-like’ situations.

A parallel is drawn between the post-9/11 global war against terrorism and the present crisis.
While the dichotomy was between national security and individual privacy in the context of a
global war and an increased use of tech-based surveillance, the present pandemic offers a
much critical dilemma, between protecting personal privacy and saving lives. Whether it is
the Centre's push to a massive downloading and usage of Aarogya Setu app or the Kerala
government'’s Sprinklir deal, the primetime newsrooms in the country mainly seek to settle

this dilemma between the right to privacy and the right to life itself.

The above-mentioned parallel is flawed on two grounds. First, the analogy of war used by
political leaders is an unseemly metaphor. Instead, scholars have labelled it as a

humanitarian crisis caused both by the virus and by the public responses to the pandemic.
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Second, irrespective of the nature of the crisis, war or otherwise, the preponderance of
security and safety over privacy is unfounded on law, especially under the Constitution of

India. Privacy is a matter of personal liberty, and its value is no less than life itself.

We do not have to choose between healthcare and privacy here, and, certainly, a trade-off
between the two is pointless in terms of the law. As the Supreme Court of India held in the
Puttaswamy verdict, the right to privacy is a fundamental right enshrined under Article 21 of
the Constitution which guarantees the right to life and personal liberty. However, the difficulty
is because the contours between the two—Privacy and Life—are left undefined and are
dependent on various factual matrices. Perhaps it is true that the public sentiment leans

towards healthcare over privacy.

Nevertheless, in the absence of a defined hierarchy among the two, policy arguments
championing the protection of life at the expense of individual privacy is problematic. Though
governments hold considerable public authority to keep certain rights (such as freedom of
movement) under control during an emergency, keeping a basic human right such as privacy
at bay is questionable. We can only look forward to the courts of law for further reassurances
about safeguarding privacy, albeit it is difficult to surmise that a deferential judiciary will do
anything against the political will at a time of crisis. As the history of India’s constitutional
adjudication during the emergency demonstrates, there is no reason to think otherwise.

Sadly, justices of the ilk of H R Khanna are in short supply these days.
Equipoise of Rights and Obligations

Symmetry is possible if we analyse this debate through the lenses of legal and political
philosophy. More specifically, the theory of social contract—that essentially describes the
relationship between society (State) and its members (individuals)—is an ideal standpoint to
examine the possibility of a balancing act. It helps us to explore the reasons why individuals
must consent to forgo some of their freedoms as a trade-off for living in societies. It is not an
easy task to put that into real-world problems. A re-look at the foundations of a social
contract, between the ruled and the rulers, is particularly challenging when the rulers are
dependent on a slew of surveillance technology in the time of a pandemic. The claim here is
not that the theory in itself is capable of providing answers to this conundrum. However, a

right-duty equilibrium that the social contract envisages is certainly useful for a fine balance.
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Two critical aspects of data protection law reflect this right-duty framework of a social
contract and help us analyse the debate from a different angle. First, notwithstanding the
consent requirement—that data processing is prohibited unless the individual gives a free
and informed consent—governments have a leeway to collect the data in an extraordinary
situation. While Europe's General Data Protection Regulation (GDPR) uses the idea of public
interest to do away with individual consent requirement, India's forthcoming law on data
protection (the PDP Bill) is more germane to the present context. According to this bill, when
the state undertakes legally prescribed functions “to respond to any medical emergency” or
“to provide health services during an epidemic,” individual consent is not required. This

power, however, is not absolute.

There is a corresponding duty imposed on the State, which is the second tenet of the social
contract. The State is bound by a fiduciary duty—a higher standard of care set by law. This
obligation of the State is manifested in the upcoming law when it defines the entity (including
the state authority) that determines the purpose and means of the processing of personal
data pertinently as “data fiduciary”. In short, while states have the right to impose restrictive
measures and obtain sensitive health data in order to confront a pandemic, individuals
comply with their obligations strictly based on trust in the government. We can only hope that

the states will act by their fiduciary duty, unless and until a legal framework is established.
Data Science in Policy Making

At the heart of the current debate on data privacy are the tools and procedures established
to ‘secure’ health data of millions of Indians. A particular concern is that of the Central
Government's Aarogya Setu app, which according to some of the programmers is unsecure.
Despite all the governmental claims regarding data protection, the privacy concerns remain
problematic. The real concern here is, even if the data is secured by highly sophisticated and
centralised mechanisms, the privacy can said to be breached if data is put to inappropriate
use. A deviation from the original intent of data collection is a breach of privacy. A typical
instance is that of the Aadhar Card, which was originally created for the citizenry's use of the
public distribution system. If the recorded history of such deviations, known as function
creeps, is to be believed, any presumption that COVID-related data analysis will end with the
pandemic is meaningless. Considering the extraordinary powers that governments wield in
extraordinary situations, the fear that the present surveillance measures may continue even

after the pandemic is not misplaced. As evidence shows, the circumstances of function
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creeps could be so disingenuous, even the courts of law may find it uninterpretable. The lack

of a legal framework for data protection in the country makes the scenario even worse.

As Yuval Noah Harari puts it, we have an essential choice to make, that is, "between
totalitarian surveillance and citizen empowerment.” An authoritarian regime may use the
police powers of the State to compel its subjects to submit to the authority without having
the due recognition of fundamental rights. At the same time, an ultra-liberal democracy may
witness its citizens boycotting all the control measures to fight the virus, putting the lives of
millions in peril. These two extreme scenarios are clearly in front of us. First, the case of China
where the government employed its powerful surveillance system to tackle the virus at the
cost of civil liberties. The intrusive methods of Arogya Setu and similar tech applications are
potentially no less than a government-mandated app in China. The second case is of
America, where anti- lockdown protesters make a case for individual freedom to the
detriment of life, which an apathetic regime seems to have accepted. Both these extremes
are certainly undesirable endpoints for our society. We need to be extra-cautious here. Like
the post 9/11 history suggests, it does not take much of a time for a country to evolve from

an ‘anti-terror’ state to a ‘surveillance state'.

Therefore, to stop our country turning to a ‘Big Brother’ status from an almost certain ‘anti-
virus' state, a right kind of strategy should be evolved. Such a framework must envisage data-
driven public policies that are capable of ensuring both healthcare and data privacy. For that,
we require, not just scientists but data scientists, particularly cyber forensic experts, to
ensure that the data is not mishandled or disseminated against the purpose for which it is
collected. A data science-based framework will not only strengthen the healthcare system
but also enable the governments to set the seal on the privacy of health data. It is the
knowledge and skill of policymakers in using and decoding the data scientifically that is going
to play a vital role in that framework. Thus, instead of prioritising between health and privacy,
we should be able to reinforce the public health system by building the capacity of
policymakers in understanding data science and engaging more data scientists in the policy

space.
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