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Abstract

What role does Artificial Intelligence (AI) assume in combating an epidemic? The paper looks at how gov-
ernments, health experts, researchers and social media companies across the world are leveraging AI-
based technologies in the fight against the COVID-19 pandemic. While governments across the globe are 
collaborating with their local authorities and healthcare providers to track, respond and prevent the 
spread of disease, the health experts are using advanced algorithms and analytics to enhance the efforts 
to prevent infection. Social media companies are using various AI-based systems to engage citizens to cre-
ate awareness and educate them on the disease. Can this be seen as a shift from addressing the challenges 
traditionally to using more advanced systems like AI? Can AI save us from this pandemic?

The urgency to tackle the global crisis at hand has pushed many governments to take extraordinary mea-
sures that infringe on individual rights of privacy, which is put on the backburner for now. While data is 
extremely crucial for AI to maximise its efficiency and effectiveness, the paper raises concerns about data 
privacy and protection, and stresses the need to bring in new regulations and policies in this regard. It also 
hints at how the privacy of citizens and the regulation of AI-based technologies could emerge as a serious 
issue in the months’ to come.
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Introduction
The recent outbreak of the deadly coronavirus in 
the capital city Wuhan of China’s Hubei province 
signals the need for countries across the globe to 
shift from addressing the challenges traditionally 
to using more advanced systems where there is 
timely detection, response and treatment of a 
disease outbreak. As of April 24, 2020, 27,718,108 
confirmed cases of the novel coronavirus disease 
(COVID-19) with more than 1,90,600 deaths have 
been reported across the globe. While governments 
across the globe are working in collaboration with 
their local authorities and healthcare providers to 
track, respond and prevent the spread of disease, 
health experts are turning to advanced algorithms 
and analytics to enhance the efforts to prevent 
infection.
Data analytics has proved to be useful in combating 
the spread of disease by accessing the data on 
travel as well as the immigration histories of both 
domestic and foreign nationals all of which can be 
beneficial in tracking and predicting the disease 
trajectory. Artificial Intelligence (AI) can help 
predict hotspots where the diseases have or could 
emerge in future. This technology can integrate 
data about the known viruses, animal populations, 
human demographics and cultural and social 
practices in and around the world to predict and 
locate the outbreaks. Governments as well as the 
public-health officials can use this data generated 
by the AI technology to be proactive and prevent 
deadly outbreaks. AI can not only provide the 
detection of an abnormal disease but will do it in 
no time before there is a spike in the number of 
affected cases.

Using AI in First Response to Epidemic
Social media companies are using this feature of 
AI to track and locate erroneous data to protect 

users from the dissemination of misinformation, 
especially during a global crisis when deceptive 
and misleading information is at an all-time high. 
According to a market survey conducted by Kantar, 
ever since the outbreak, WhatsApp has seen a 40-51 
per cent (depending on the intensity of the outbreak 
in that country) increase in its usage, social media 
engagement has increased by 61 per cent and web 
browsing by 70 per cent.1 Therefore, to regulate 
the amount of information circulating through 
these apps, governments around the world have 
taken various initiatives and launched COVID-19 
WhatsApp chatbots to access the right information 
regarding the virus. In the UK, the government 
launched a WhatsApp bot to advice people on the 
symptoms of the virus and how to maintain social 
distancing to curb the spread of the pandemic.2 The 
Indian government also launched the MyGov Corona 
Helpdesk on WhatsApp to help reduce the panic and 
increase awareness about the preventive measures 
to tackle the virus, which reached 1.7 crore users 
and processed over 2.5 crore conversations in just 
the first 10 days of its launch.3 
AI chatbots are not only used to regulate 
information on the virus but also help frontline 
healthcare professionals. In the US, an online bot 
named Clara is acting as a triage for healthcare 
workers to manage the surge of COVID-19 testing 
amid the pandemic. The bot acts as a “Coronavirus 
Self-checker”,4 for those who are worried that they 
might have symptoms of the virus, by asking a series 
of questions; it helps people in making appropriate 
medical decisions. A similar AI-powered checker 
app, used to identify high-risk civilians who could 
contract the virus easily, was developed by Medius 
Health in Australia and Augusta University in the US 
to be used around the world.5 In India, CoRover—a 
video bot created with an AI avatar Doctor Patil—
answers key questions about the virus and bust 
myths surrounding the outbreak. Apollo Hospitals 
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has come up with a risk assessment scanner for 
the virus, which is available in six languages and 
guides people about the potential risk of having the 
virus.6 In South Korea, JLK inspection developed an 
all-in-one medical platform called AiHub using AI. 
Seegene,7 a company based in Seoul, has developed 
a testing kit in just under three weeks, which would 
not have been possible without AI. These testing kits 
have provided free and easy access to coronavirus-
testing and have been crucial in fighting the outbreak 
in the country and getting the virus under control.

Tackling the Invisible Enemy
Chinese scientists were able to sequence the 
novel coronavirus SARS-coV-2 genome using AI in a 
matter of weeks which would have taken months 
to understand what the genome looked like if done 
manually. Since the new coronavirus is a single-
strand RNA virus,8 it is much more susceptible 
to mutation making it harder to trace and test 
for. However, AI-based algorithm systems help in 
quicker detection of the genome propelling efforts 
to help contain the further spread of the outbreak. 
Google’s DeepMind has effectively used their AI-
based AlphaFold system to accurately predict 
several three-dimensional protein structures linked 
to COVID-19 using free-modelling,9 when no similar 
proteins exist, drastically reducing the time of this 
long and intensive process. This has accelerated the 
drug-discovery process to create potential anti-viral 
treatments and vaccines to contain the outbreak. 

AI systems help scientists understand the origins 
and the structure of the virus, giving them 
insight on how it invades cells and hence, create 
a potential cure. It also assists in drug research 
platforms providing more data on repurposing 
existing drugs and possible drug combinations for 
treating the illness. An AI-enabled drug discovery 
platform Innoplexus, after scanning the “entire 
universe of COVID-related data”, deduced that 

Hydroxycholoroquine or Chroloquine—an anti-
malarial drug—works more effectively with some 
other existing drugs than when it is used alone.10  
These drug combinations are presently being used 
in clinical trials. Exscientia11 is another company 
that has collaborated with the UK’s Diamond Light 
Source and the US’ Calibr to utilise their joint AI 
drug-discovery platforms that have gained access 
to 15,000 clinically ready molecules to identify 
suitable compounds or repurpose existing drugs to 
be used as viable treatment for COVID-19. It will 
help in making available new treatments, creating 
vaccines for newly discovered diseases by reducing 
the time-consuming process of tests and trials.

AI on the Frontlines
By integrating travel, population and disease 
history data, AI can predict where and how quickly 
a disease might spread. In addition, AI can improve 
the application of the treatment and accelerate 
the time taken to develop new treatments. The 
radiologists can use AI for deep learning and 
machine learning systems to make decisions based 
on medical imaging. For example, chest X-ray data 
of patients suffering from a deadly disease can serve 
as input for AI models so that physicians can make 
diagnoses faster. 

Researchers in the US and China have been able to 
design an AI-based tool to predict which COVID-19 
positive patients will succumb to severe lung 
disease.12 This machine-learning algorithm derived 
its data from 53 coronavirus patients in Wenzhou, 
China and will help doctors to prioritise care in the 
current resource-strained healthcare system. The 
tool discovered several indicators to predict with up 
to 80 per cent accuracy, patients who might develop 
“acute respiratory disease syndrome” (ARDS), a 
grave complication of COVID-19 that fills the lungs 
with fluid and kills about 50 per cent of coronavirus 
patients who get it. The UK is using an AI-based sound 

6 https://www.thehindubusinessline.com/info-tech/role-of-ai-soars-in-tackling-covid-19-pandemic/article31197098.ece#.
7 https://news.itu.int/covid-19-how-korea-is-using-innovative-technology-and-ai-to-flatten-the-curve/.
8 https://www.scmp.com/comment/opinion/article/3075553/time-coronavirus-chinas-investment-ai-paying-big-way.
9 https://www.bbc.com/news/technology-51851292?intlink_from_url=https://www.bbc.com/news/topics/c207p54m4pnt/world-
health-organization-who&link_location=live-reporting-story.
10 https://www.thehindubusinessline.com/info-tech/role-of-ai-soars-in-tackling-covid-19-pandemic/article31197098.ece#.
11 https://www.drugtargetreview.com/news/59188/ai-technology-to-screen-existing-drugs-for-use-against-covid-19/.
12 https://www.aljazeera.com/news/2020/03/ai-tool-predicts-coronavirus-patients-deadly-wet-lung-200330200245602.html.
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recognition software13 to develop a tool that listens 
to  users’ coughs and voices to predict whether 
they are infected with the coronavirus. However, 
there are concerns that the various modulations in 
regional accents could possibly have an influence 
on the final outcome, hence the input data must be 
carefully controlled. Currently, patients are being 
recorded over their phones or PCs and no specialised 
microphones are being used to record the sound for 
expert analysis, which creates concerns about the 
purity of the data. 

The sooner a disease outbreak is detected the better, 
so that action can be taken to stop its spread and 
this will also help in providing effective treatment 
to the infected population. The main advantage of 
the AI is that it can provide better detection of an 
abnormal disease event in weeks or months before 
there is a spike in the cases. Once a disease is 
identified, public healthcare officials can make 
informed decisions critical to limiting the impact. 
In efforts to control the spread of the outbreak, 
many countries declared a state of emergency and 
initiated restrictive mass quarantine procedures 
amid the pandemic.

To enforce nation-wide lockdown measures, 
governments are using AI-based software to 
monitor and track people remotely. Chennai-based 
Helyxon,14 in association with IIT Madras’ Healthcare 
Technology Innovation Centre (HTIC), is using AI-
based biosensor devices to remotely monitor the 
real-time body temperature, heart rate and oxygen 
saturation of COVID-19 patients regularly and 
alerts healthcare providers if there is an abnormal 
spike. The devices also have a geo-fencing tracking 
alert function to monitor patients’ movements 
and to ensure they are abiding by the quarantine 
regulations. 

A Gujarat-based start-up has developed an AI-based 
system to monitor people with symptoms of COVID-19 
through their smartphones and GPS to track their 

real-time movements. Faceometrics developed by 
Indolytics,15 is another AI and GPS-based system 
that permits authorities to regularly monitor a 
person in quarantine digitally. The system alerts 
authorities if people fail to update their attendance 
at a specified time or are 100 metres away from 
their registered quarantined space. Though officials 
specify that the system does not require contact 
info and the servers do not save users’ image, they 
are still working on a Standard Operating Procedure 
(SOP) and privacy is on the back burner due to the 
urgency of the pandemic.

The Chinese government has partnered with Alibaba 
and Tencent to launch a colour-coded health rating 
system to track millions within the country. The 
system assigns three colours to its citizens based on 
their travel and medical history; Green, Yellow and 
Red. Alibaba has also developed an AI-tool which 
claims to be 96 per cent effective in detecting traces 
of COVID-19. The government joined SenseTime and 
Hanwang to deploy AI-based facial recognition and 
infrared temperature detection systems nation-
wide to accurately recognise people even with their 
masks on and to constantly track their movements 
through their phones to ascertain if they have come 
in contact with a COVID-19 positive patient. Baidu 
has developed and launched an AI-powered infrared 
system in Beijing’s Qinghe Railway Station (one of 
the largest in Beijing) and subways to effectively 
examine 200 people at once and detect change in 
a person’s body temperature to identify potentially 
infected passengers.16 These are some measures 
that will eventually shape a post-COVID-19 China, 
and it will not take long for the world to adopt these 
stringent measures.

Privacy in the New Era
The urgency to tackle the global crisis at hand 
has pushed the governments to take various 
extraordinary measures that infringe on individual 
rights of privacy which is put on the backburner 

13 https://www.bbc.com/news/technology-52215290?intlink_from_url=https://www.bbc.com/news/topics/cz5jl9ydykpt/
privacy&link_location=live-reporting-story.
14 https://www.business-standard.com/article/companies/chennai-start-up-to-offer-ai-based-remote-monitoring-of-covid-19-treat-
ment-120041001355_1.html.
15 https://www.republicworld.com/technology-news/other-tech-news/gujarat-based-startup-develops-ai-based-monitoring-system.
html.
16 https://www.geospatialworld.net/article/the-sino-approach-use-of-technology-to-combat-covid-19/.
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for now. However, in a few months’ time, privacy 
and the regulation of AI-based technologies 
could very well become a serious concern. There 
is also a debate of whether to use the ‘lingering 
gaps’17 in the technology to collect as much data 
as possible to maximise the benefits of AI and to 
potentially forecast a similar outbreak if it were to 
happen again or to regulate it by law. There are 
two concerns when dealing with data privacy. First, 
huge corporations using “significant amounts of 
consumer data”18 and inappropriately using it to gain 
insights about the individual which the consumer is 
not privy to. Second, amassing huge databases to 
make inferences from when the company wishes 
to, creating a competitive edge over the rest of its 
competitors. 

Currently, there is no global regulatory body in 
charge of monitoring the risks posed by the constant 
evolution of modern technology. Since, many 
countries do not share the same priorities in privacy 
concerns, various countries have introduced their 
own National Strategies for AI leaving huge tech 
companies like Google, Microsoft, Baidu, Amazon 
and the rest to adopt self-regulation relating 
to privacy and data protection.19 However, the 
first international accord on AI development was 
adopted in May 2019 and signed by the 36 members 
of the Organisation for Economic Co-operation and 
Development (OECD) countries and 6 of its allied 
non-members to “support a global governance 
framework for one of the most powerful emerging 
technologies of our times—artificial intelligence.”20 
The accord consists of a set of intergovernmental 
policy guidelines21 focusing on creating an accessible 
AI ecosystem in a policy environment to ensure 

the trust, safety and privacy of citizens. Since the 
framework is already set in place, more countries 
can adopt these guidelines to prioritise individual 
privacy of data. 

The Catholic Church and large tech companies 
released a joint framework in response to the 
outbreak—“Rome Call for AI Ethics”22—mostly 
derived from the Universal Declaration of Human 
Rights, to regulate the use of AI during these times 
and safeguard the privacy of the people. The 
governments should pay heed to fostering privacy 
as a fundamental value to deploy trustworthy AI 
systems to create a sense of trust among citizens,23 
especially during the changing landscape of the 
present time as cities are resorting to more 
repressive measures such as surveillance and 
tracking as precautions to safeguard the citizens 
from another outbreak.

Compared to the rest of the world, India has taken 
a different approach to maximise the potential 
of AI by creating an institutional framework24 
and narrowing its focus on education, health, 
agriculture, urbanisation and mobility sectors 
through social inclusion. Even prior to the outbreak, 
the Indian Government was on track on using AI to 
improve and introduce large-scale interventions to 
transform the healthcare sector25 to make it more 
accessible, affordable and address the shortage of 
qualified healthcare professionals in the country 
with an emphasis on preventive techniques making 
the healthcare system more proactive. However, 
there was lack of a formal regulation around the 
anonymisation of data26 to protect the privacy and 
security of individual data. Larsen & Toubro (L&T),27 

17 https://www.law.com/legaltechnews/2020/02/07/are-privacy-laws-and-ai-advancements-ready-to-co-
exist/?slreturn=20200316003802.
18 https://niti.gov.in/national-strategy-artificial-intelligence.
19 https://www.ft.com/content/025315e8-7e4d-11e9-81d2-f785092ab560.
20 https://www.oecd.org/science/forty-two-countries-adopt-new-oecd-principles-on-artificial-intelligence.htm.
21 https://www.oecd.org/science/forty-two-countries-adopt-new-oecd-principles-on-artificial-intelligence.htm.
22 https://www.rand.org/blog/2020/03/catholic-church-and-tech-companies-join-to-call-for.html.
23 https://www.oecd.org/science/forty-two-countries-adopt-new-oecd-principles-on-artificial-intelligence.htm.
24 https://economictimes.indiatimes.com/news/economy/policy/niti-aayog-proposes-rs-7500-crore-plan-for-artificial-intelligence-
push/articleshow/69403255.cms?from=mdr.
25 https://niti.gov.in/national-strategy-artificial-intelligence.
26 Ibid.
27 https://economictimes.indiatimes.com/tech/ites/lt-uses-artificial-intelligence-to-help-20-cities-combat-covid-19/article-
show/75073867.cms.
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India’s biggest engineering company is lending a 
hand to local authorities in 20 cities to use its new 
technologies, AI and digital platforms in response 
to the pandemic’s great demand to monitor, screen 
and track patients and implement other regulatory 
measures to manage the civilian population amid 
the crisis. 

Managing crowd surveillance without a local policy 
of ethics and privacy in place will give leeway 
to many ethical violations and will get harder to 
regulate the system once the crisis dies down. Yet, 
this data is extremely crucial for AI to maximise its 
efficiency and effectiveness, enabling the evolution 
and the innovation of the technology. One way to 
ensure the security of data, as proposed by NITI 
Aayog, is to establish a National AI marketplace 
based on blockchain technology and involving; 
“traceability, access controls, compliance with 
local and international regulations, and robust 
price discovery mechanism for data.”28 Aside from 
incorporating a central privacy protection law, 
lawmakers agree that a “sector specific governance 
structure”29 to establish a system of rules and 
ethics to regulate the technology will be the most 
effective in protecting privacy. A sectoral regulatory 
framework is highly crucial for user privacy and 
security creating a more transparent network. The 
laws and guidelines in the framework should be 
regularly updated as the technology evolves to suit 
the demand of the modern world to address the new 
emerging risks adapting to the changing trajectory 
of the times. This approach has been adopted by 
certain state governments in India and have taken 
the initiative to introduce safe and ethical use of AI 
policies in the past year. Tamil Nadu30 has announced 
a policy to regulate AI-based projects involving 
machine learning, drones, augmented reality, and 
facial recognition, among others.

Why is AI Not Enough?
So, can AI save us from a pandemic? In December 
2019, AI-based disease tracking firms Dataminr 
and BlueDot,31 did send warning flags and signals 
about an epidemic in Wuhan. However, there were 
various problems with accurate forecasting and 
predicting how the outbreak will spread. AI, being 
a data analytical tool, requires scores and scores 
of historical, unbiased data to effectively function. 
They become smarter based on the data that is fed to 
them. Hence, it is crucial to avoid the ‘noisy data’32 
harvested from social media. The White House33 
partnered with Microsoft and Google’s Alphabet to 
create an extensive database on COVID-19 and used 
an AI-based software to thoroughly analyse about 
29,000 scholarly articles regarding the virus. The 
aim is to better understand the origins, transmission 
and the workings of the virus and bridge the vast 
information gap in machine-learning, a form of AI 
technology that requires millions of similar content 
items to detect patterns in data on its own and 
also to aid in the rapid development of vaccine 
and treatments for the illness. Since AI prediction 
is based on ‘inferences from past trends,’34 the 
novelty and unfamiliarity of the current crisis which 
lacks reliable and viable data might be seen as a 
downfall in AI’s role as a liberator of the human race 
during this pandemic.

Conclusion
In the wake of the pandemic and the rush to contain 
its spread, all means at our disposal are being used 
in a creative and innovative way to combat the 
virus, more so with AI-based systems. AI is used to 
analyse data and gain insight into the treatment 
and diagnostics, allocations of resources in the 
overburdened healthcare sectors, dissemination 
of accurate and verified information and scientific 
research to study the virus. Certain decisions taken 

28 https://cis-india.org/internet-governance/blog/ai-in-india-a-policy-agenda.
29 https://niti.gov.in/national-strategy-artificial-intelligence.
30 https://economictimes.indiatimes.com/tech/internet/tamil-nadu-at-work-on-safe-ethical-ai-policy/articleshow/72031570.
cms?from=mdr; https://analyticsindiamag.com/6-ai-policies-initiatives-indian-state-governments/.
31 https://gadgets.ndtv.com/science/news/artificial-intelligence-may-be-pandemic-lifesaver-one-day-2200896.
32 https://towardsdatascience.com/artificial-intelligence-against-covid-19-an-early-review-92a8360edaba.
33 https://gadgets.ndtv.com/science/news/white-house-urges-researchers-to-use-ai-to-analyse-29000-coronavirus-papers-2195954.
34 https://towardsdatascience.com/what-happens-to-ai-when-the-world-stops-covid-19-cf905a331b2f.



LEVERAGING AI IN THE FIGHT AGAINST COVID-19

8

by the governments around the world regarding 
healthcare, society, culture and economy, to tackle 
the pandemic may very well shape the society in 
the post-COVID-19 era making it a more “digitally 
empowered city.”35 Echoing this sentiment, the UN 
Secretary General stated, “the post-coronavirus 
world will be different and much more digital than 
before as we are seeing mass digitalization of human 
relations with the crisis, and that will have an 
inevitable impact, one of the risks, naturally, is that 

this illness will create societal control mechanisms 
that can help dictatorships, which naturally we have 
to try to avoid in the future.”36 Even as more tech-
based applications are being designed to control 
and identify the virus through contact-tracing apps, 
governments must be careful not to ignore basic 
human rights and breach an individual’s right to 
privacy and security through invasive surveillance 
measures.

35 https://www.ft.com/content/19d90308-6858-11ea-a3c9-1fe6fedcca75.
36 https://www.business-standard.com/article/current-affairs/post-coronavirus-world-will-be-more-digital-ai-oriented-antonio-
guterres-120040200496_1.html.
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