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DATA SECURITY FOR A
DIGITAL CENTURY: 
CONVERSATIONS ON
PERSONAL DATA
PROTECTION BILL 2019’
 

He was speaking at a panel discussion on “Data
Security for a Digital Century: Conversations on
Personal Data Protection Bill 2019” organised by
Centre for Public Policy Research (CPPR) in
partnership with Chinmaya Vishwavidyapeeth (CVV)
to kindle a conversation on the Personal Data
Protection Bill 2019, on February 27, 2020.
 
The Bill was introduced in the Parliament of India to
protect informational privacy of individuals. An expert
committee led by Justice BN Shrikrishna, following the
judgement of the Indian Supreme Court in Puttaswamy
v/s UOI, worked on this new law.

In the Data Protection Bill, the word ‘privacy’ is used
once whereas the words ‘security’ and ‘technology’
are mentioned close to 50 times. This is a subtle
indicator of where the priorities of the government
lie”, said Dr D Dhanuraj, Chairman, Centre for Public
Policy Research (CPPR).
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 D Dhanuraj : Chairman
CPPR (Moderator)
K M Gopakumar : Legal
advisor, Third World
Network.
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Technology Evangelist, Co-
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Dharmita Prasad: Senior
research associate, Jindal
Global Law School
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Faculty, CVV
S Navamohana
Krishnan: Student, CVV
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EVENT
REPORT

 Standards used for regulating Cross
Border Data Transfer 
Standards used when governments
outsource their data processing work
Capacity of the individuals to contest
with big service providers in dispute
resolution systems 
Compatibility of the Bill provisions
with the advancement of technology

 
 
The discussion focused  on themes:

 
Speaking at the event, Nagaraj Neerchal,
Vice-Chancellor, Chinmaya
Vishwavidyapeeth, noted that the
fundamentals of the data privacy issue
should be addressed through clarity in
definitions of the terms used in the Bill.
Privacy issue originates from the very
first step of data collection where
confidential methods are to be employed
to ensure that even the data collector
does not have access to the details of the
data.

At the same time, he said that it is
important that data is made available to
publish and analyse without revealing
individual information as in the case of the
US Census Bureau.
 
While moderating the session, D Dhanuraj,
Chairman, Centre for Public Policy Research,
reminded the audience that data privacy
has existed forever. However, this has taken
a new turn in the last 10-15 years with the
advancement of technology, especially the
Internet and social media. “With 500 million
Internet users, India is one of the largest
consumers of data in the world. Our data
rates are also one of the cheapest data in
the world,” he said.
 
He stressed that the difference between
privacy and security needs to be looked into
and this understanding is important to
deliberate further. He added that the
excessive delegation of power to the
government, as per Section 35 of the Data
Protection Act, counters the principle of
necessity and proportionality as referred to
by the Justice Puttaswamy judgment.
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KM Gopakumar,  legal advisor, Third
World Network, asserted that political
understanding of data should inform our
laws. We should look at data both as
private good in the context of privacy and
as public good employed as a tool for
development. The experience of
European nations and California can be
good models as we develop our own data
protection policy.
 
He suggested that the concept of Access
Benefit sharing that evolved globally for
bio resources can be significant for data
protection too. One of the glaring
deficiencies of the Bill in its current form,
he said, is that the access benefit sharing
aspect of data has not been looked into.
Conditional access to data along with
benefit sharing is the need of the hour.
“Another important aspect is cross
border data sharing. The policy lays out
that all, except critical data, can be taken
out of the country including significant
personal data for value. This defeats the
very purpose of the Bill if value addition
to data is done outside the country,” he
added.
 
He also noted that discretion to classify
and notify all kinds of data including
critical data is left to the DPA, which
leaves a significant amount of power with
the government. This centralisation of
authority could prove dangerous. In
addition, it is important that
international agreements regarding e-
commerce, etc. should include a chapter
on data and provide for the free flow of
cross border data.
 
 

 
 
Prashant Sugathan,  Volunteer-Legal
Director at Software Freedom Law Center,
New Delhi, discussed that the data shared
by citizens to the government (e.g.,
insurance data, vehicle data, etc) has been
sold to various companies for crores of
rupees often without their consent. He
noted that the question of selection and
independence of the Data Protection
Authorities (DPAs) is critical. The judicial
representation in the selection committee
mentioned in the earlier version of the Bill
has been removed now, making it an
entirely government body. This excessive
power that the government holds on our
data should be one of our primary concerns.
Also, a conflict of interest is created when
the government, which is an interested
party in data usage, becomes the DPA.
Hence, there is a need for adequate check
and balance mechanisms to be put in place.
 
Speaking about the concerns of the
technology industry, Samjad Moopan,  CEO-
Sprialdesk, said that there are 500 million
Internet users in India and of that 400
million are WhatsApp users, handing over
all our personal data repository to a single
company, i.e., Facebook—the owner of
WhatsApp. It is in this context we are
discussing the Bill.
 
He also raised the concern that the Bill
could leash the start-up culture in the
country as it could affect the parallel
informal economy. He concluded by
suggesting that the EU General Data
Protection Regulation (GDPR) that provides
the right to service providers, solution
providers and individuals to change, delete
or retain data could be a good model for
India.
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Nithin Ramakrishnan from Chinmaya Vishwavidyapeeth

noted that there is a change of focus from personal data

protection and privacy to the promotion of the digital

economy. The Sri Krishna Committee advocates a trust-based

relationship between a data principal and data fiduciary and

hence the terms used in the Bill differ from the terms used in

GDPR. Data subject is called data principal and data controller

is data fiduciary. However, the stress on trust-based relations

should move beyond merely change of terms and focus on

how these actors interact with each other. “The Bill envisages

a DPA to regulate affairs relating to data protection and

privacy. The administrative levels of the adjudicator or the

geographical locations of the benches of the Appellate

Tribunal are unclear. Also, there is no proper definition for

data transfer in the Bill,” he said. 

 

“The term critical data has not been defined clearly in the Bill

and this understanding is important. The Bill also fails to talk

about the execution aspects. Once consent is given, how will

the aggrieved parties know when their rights are breached

and who they should approach when rights are violated, the

Bill also does not address these concerns”,  said Dharmita
Prasad, Senior Research Associate at Jindal Global Law

School. In addition, though the Bill talks about

&quot;adequate levels of protection”, it mentions no

parameters on what adequate implies unlike the standards

set by its European counterpart. Rather, “it stresses more on

placing the trust on the government to decide what is best for

us", she added.

 

S Navamohana Krishnan presented the Memorandum of

Suggestions presented to Joint Parliamentary Committee  On

Personal Data Protection Bill 2020.
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